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SAP Access Control with
Winterhawk

At Winterhawk, we have
extensive experience
delivering SAP Access
Control to our customers
with our accelerated
deployment model. For more
information, please contact
us at info@winterhawk.com

More information on SAP
Access Control can also be
found here.

About Winterhawk

Winterhawk is a leading
global consulting practice,
supporting organisations in
SAP Security, SAP GRC
services and solutions (more
than 20) across a variety of
SAP environments including
SAP R/3, S/4HANA, ARIBA,
Fieldglass, Concur and
SuccessFactors.

Winterhawk supports clients
in 90 countries. We are
proud to be innovative,
independent, and cost-
effective. Our services are
complemented with deep
domain expertise, content,
accelerators, and toolkits.

Winterhawk has established
its head office in the UK,
with resources located
across EMEA, APAC, the
United States, Canada, and
Australia.

Winterhawk is the Global
Solution Partner for the
United VARSs Alliance
(Platinum SAP Partners)
servicing over 8,000 clients
worldwide.
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HISTORY OF SAP SOLUTIONS: SAP
ACCESS CONTROL

As part of our ongoing SAP solution spotlight series, Winterhawk spoke with
Sarma Adithe, Chief Product Owner Access Governance at SAP, about the
development of SAP Access Control.

What is SAP Access Control and what were its origins?

When SAP Access Control started, the primary focus was in relation to the
Sarbanes Oxley (SOX) act, and it was mandatory for Segregation of Duty
violations to be taken care of within organisations. This is when the Compliance
Calibrator came into existence, which translated Excel spreadsheet-based
analysis of violations from the existing user authorisations. When the analysis
delivered a high number of violations, SAP began to think about streamlining
the process; however the systems could still be contaminated if the necessary
plug-ins were not implemented during the process.

At this stage, another module came in called the Risk Terminator, a service that
runs in the SAP ABAP back-end system and triggered automated risk analysis
checks when defined segregation of duties (SoD) access risks are violated,
usually during User or Role maintenance directly in the plug-in system.

And so, SAP Access Control began to take shape; it was not just Sarbanes Oxley
and a Risk Analysis tool but a streamlined access governance risk and control
process. The solution has the right controls in place, which enable customers
to manage the whole story in a more efficient way while fulfilling the
requirements of the audit and compliance.

The next element introduced was the Access Request process, to enable end
users to request access via the built-in module. Then, the Emergency Access
Management came about as a means to help customers manage super access
for a specific set of users for a specific time period, with all activities monitored
for audit and compliance requirements. This is where Firefighter came in
because SAP wanted to address the emergency activity but within a controlled
environment.

SAP then started to consolidate all the Access Risk Analysis elements within the
solution, making it more business and user friendly, more transparent and
eventually making it easier for managing compliance requirements. This is
when the new Access Risk Analysis (ARA) application came in, which gives a
more enhanced experience in terms of managing roles in Risk Analysis, Batch
Analysis and Adhoc analysis. Simulation as a low-level user and introducing
dashboards and reporting helped to simplify the remediation process. Then
Role Management came along at a time when the landscapes were increasing;
with more systems being on-boarded, it was important to have the correct
controls in place.
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What’s new with SAP Access Control?

GRC 12.0 became available in September 2018, with multiple support packs and enhancements released since then;
some of the updated functionality includes increased integration with SAP solutions including the Cloud IAG
solution, new Access Control risk ruleset content for SAP S/4HANA and leveraging Fiori for enhanced performance
and user experience - for further details read our article on why you shouldn't wait to upgrade to version 12.0.

Why is it relevant for C-Suite Executives/ Insights for C-Suite Executives?

The tool started off being used for IT administration but has evolved to provide visibility of access at a level required
by C-Suite Executives to ensure compliance.

SAP has also seen customers using a concept of ‘zero risk’ (i.e., they did not want to have any risks in their user
access). This is achieved by having a very well-defined set of risks and rules to manage it. In these organisations,
if any risks do pop up, they should be closely examined because their expectation is of zero risk.

Why is SAP Access Control important and what customer challenges does it address?

Access Governance is important because of the complexity of the landscape that customers operate; it’s not easy
to manage access across applications seamlessly. The business owners should able to focus on running their
business rather having to resolve their own access which is technical in nature.

SAP knows what functions a user requires to perform their business functions, so it’s a case of putting the right
systems and mechanisms in place to ensure the user gets the right access. The access is managed as the user
transitions or is promoted or receives additional responsibilities, while honouring the key aspects of compliance
and audit. It also helps to reduce the overhead in terms of IT and avoiding potential for fraud or internal threats.

What’s the future of SAP Access Control?

SAP’s roadmap outlines the way forward for the solution:

SAP Process Control SAP Process Control SAP Process Control SAP Process Control
= Compliance Status Analysis View for * Coordination of assessment process * Handle Control Monitoring exception * Reduced compliance cost through
improved visualization of compliance with workflow monitoring tool to decrease in collaborate way. Distribute the machine-aided scoping and control
status reporting for executive level users communication efforts for involved exception information to multiple evaluations
= Control follow-up actions for monitor experts processors and identify false positive
jobs to minimize administrator efforts to = Trigger monitoring jobs from control intelligently SAP Risk Management
keep track of scheduled jobs perform steps and upload the job results = Entry page for user to quick access key = Integrating risk appetite with strategy
as evidence information in order to simplify control and objectives to support decision-
SAP Risk Management update making from lens of stakeholders
* Risk Manager Dashboard: Provide SAP Risk Management .
visualized information to risk manager = New Fiori apps with one single entry to ~ SAP Risk Management
through aggregation data in risk support smooth and simple process for = New Fiori apps to optimize process
management area regular risk related information update. flow in risk management lifecycle
* Risk Workshop: Foster collaboration * Enhance standard content and view to * Risk template import of certified third
through optimized planning and integrate with SAP Analytics Cloud to parties
execution of risk workshop provide in-time risk management = Integrate with S/4 modules for risk
information

Process proposed risks and responses
based on findings in an audit execution

monitoring and response automation

Implement standard contents of KRl in
SAP S/4HANA to strengthen risk
monitoring

Reduce management cost by applying
machine-learning for intelligent risk
management and automation

There is a need for SAP to provide Access Governance for the cloud and also provide a new perspective in terms of
Access Governance. SAP Cloud ldentity Access Governance is a hew incarnation of Access Control which is in the
cloud and is a Software as a Service (SaaS) solution. It enables customers to perform Access Governance for their
own on-premise applications as well as their cloud applications such as HANA cloud, Ariba, Fieldglass, SAP
Marketing Cloud, SAP Cloud Platform Applications and others.

SAP has also enhanced SAP Access Control with a Fiori look and feel, maintaining all the previous functionality but
leveraging the Fiori user interface.

Contact Us

Winterhawk supports clients in 90 countries. We are proud to be innovative, independent, and cost-effective. Our
services are complemented with deep domain expertise, content, accelerators, and toolkits.

For further information on SAP Access Control implementation and support, or to discuss Winterhawk’s Rapid
Deployment Services for SAP Access Control, please get in touch with us at info@winterhawk.com
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