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Helping you prepare for GDPR
One step at a time
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THE GEOGRAPHY OF GDP

It goes without saying that the EU General Data Protection Regulation (GDPR) was created by - and for - EU countries.
The Regulation is built on the back of previous documents, including the European Convention for the Protection of
Human Rights and Fundamental Freedoms (1950), the Charter of Fundamental Rights of the European Union (2000),
and the Treaty of Lisbon (2009). Proposed by the European Commission in January of 2012, it comes into effect on
May 25, 2018. Obviously all EU countries will have to adapt, but are there other countries we should also be talking
about?

GDPR does not begin and end with EU member states. Because it is built on the back of equally substantive, pre-existing
regulations which were written to cover countries from the European Economic Area, GDPR actually includes the
original 28 EU member states, plus three additional ones: Iceland, Norway and Liechtenstein.

The 28 Countries of the EU plus - The story doesn’t end there. Current Data Protection regulations also require
Iceland, Norway & Liechtenstein' - conditions to be met for the safe transfer of data “overseas”, meaning outside
,f_,’-f\‘Q,__) ¢/ of the European Economic Area. The EU Commission has approved some
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\f\, countries as certified “Safe Countries”. This provides some guarantees for
\ EEA member states in dealing with those countries; however, it also obligates
{ companies in those countries to live up to Data Protection standards in
z virtually the same manner as they would do were they EU member states. In
/ other words, so-called Safe Countries need to be just as concerned with GDPR
“~ regulations as do EEA members. So which countries are the Safe Countries?

Safe Countries include Andorra, Argentina, Faroe Islands, Guernsey, Isle of
Man, Israel, Jersey, New Zealand, Switzerland, Uruguay and Canada, but only
under certain circumstances. Probably not what you expected, unless you
were already familiar with the laws.

The United States is a different story. The Safe Harbour agreement between
the EU and the US has been technically rendered obsolete, but a new concept
titled “Privacy Shield” is set to take its place; although still in its infancy (and
set for joint review in June 2017), it is essentially in effect. For those
companies that choose to opt into it, it brings the United States somewhat
firmly back into the picture, although truth be told they will likely be given
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certain exceptions.

The GDPR regulations are all about protecting personal data on living, breathing human beings which is held in EU
member states, even if that data relates to non-EU citizens. Furthermore, any company or entity, in any country,
handling personal data should take stock of its GDPR readiness. From a legal standpoint, it is entirely possible that
data protection issues from a country not listed above could be prosecuted in international courts for breaches. From
a business standpoint, non-compliance with key GDPR regulations could mean a loss of business, as European-based
companies will be under enormous pressure to deal only with certified partners. This is, perhaps, one of the more
interesting aspects of the GDPR - it could be a competitive advantage, or an immediate disqualifier!

It is clear that at least all EU and EEA countries will be directly impacted by GDPR. Safe Countries and the United
States in particular, to the extent that they are dealing with personal data of EU citizens, will also be subjected to the
regulations. The rest of the world may not have specific agreements in place with the EU Commission, but it just
makes good business sense for any company in any country dealing with the personal data of EU citizens to become
well acquainted with the regulations. For any assistance with preparing for GDPR, contact Winterhawk.
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